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BBEOEHHA

Hasea BupoOy: enekTpoHHUi kntod “Kpuctan-1” (aani - EK).
Wndbp Bupoby: “lIT EnektpoHHuin kntoy Kpuctan-1.

MigpnpuemcTtBo-BMpobHMK: AT “lIT”. Agpeca: 61166, M. XapkiB, Byn. bakyniHa, 12. Ten./dakc: (057) 714-
22-05. Kopg €0PINQOY: 22723472.
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1 ONNC TA POBOTA

1.1 Bupib BUKOHYE HacTynHi OyHKLIT:

— aBTeHTudikauito agmiHictpatopa EOM npu goctyni oo Kntoua;

— aBTeHTudikauito onepatopa EOM npu goctyni oo Knioya;

— reHepauito 0cobucTUx Ta BigKpUTKX Kntodie ana anroputmy ELIMMT;

— reHepaLuito 0cobucTux Ta BIKPUTKX KIHOYiB AN1A NPOTOKOSY pPO3Moainy Kiouis;

— reHepauilo Knw4is ons anroputmy wndpyBaHHA Ta reHepauiio BMNagKoBUX MOCAIAOBHOCTEN Ha
OCHOBi anapaTHOro reHeparopa;

— 3bepiraHHsA 0cOBUCTUX KNIOYIB Y BHYTPILLHIN nam’siTi Ta 3axucT ix Big HCO,;

— dopmyBaHHs | nepesipky ELIIT;

—  064ncneHHs reww-yHKLiT;

—  po3noajin Krn4oBUX AHUX HA OCHOBI aCMMETPUYHOro NMPOTOKONY Po3Moainy;

— 306epiraHHsa JOBINbHUX AA@HUX Y BHYTPILUHIN Nam’aTi Ta 3axucT ix Big HCL;

—  KOHTPOJb LiNiCHOCTI i Npaue3aaTHocTi BOy40oBaHOro NporpamMHoro 3abesneyveHHs Ta iH.

1.2 TexHiuHi xapakTepucTukm Bupoby HaBegeHi y Tabnuui 1.

Tabnuusa 1 - OcHoBHi MacorabapwTHi Ta iHLWi TEXHIYHI XapaKTEpPUCTMKMW MPUCTPOIO
HanmeHnyBaHHSA Hopma

FabapuTHi po3Mipu - (4oBXMHAa)X(LWMpUHa)X(BUCoTa), MM, He Binblue (3 ypaxyBaHHAM 3axucHoi |71 x 17 x 8
Kpuwkm USB - 3’egHyBaya)

Maca, kr, He binbLue 0,030

CnoxwuBaHa NoTyXHicTb Bif 6roky enektpoxusneHHs EOM +5B+10%., BT, He binbLue: 0,5

1.3 Cknap, Bupoby
1.3 Cknapg, Bnpoby

— enekTpoHHun kntod (EK);

— HOCi iHdbopMaLii 3 iHCTanAUInHMM NakeTom nporpam (He 060B’A3KOBO, MOXE KOMMIIEKTYBATHCh
OOHVM HOCiEM Ha AeKinbka BMpobiB);

— KOMMMEKT eKcniyaTauiiHux JOKYMEHTIB (He 060B’A3KOBO, MOXE KOMMMEKTYBaTUCb OfHUM HOCIEM Ha
OeKinbka Bnpobis);

— KOMMMEKT Tapu i NakyBaHHS (He 060B’A3KOBO, MOXe KOMMJIEKTYBATUChL OAHMM HOCIEM Ha AekKinbKa
BMPOGIB).

1.4 BypoBa Ta po6oTa Bupoby

1.4.1 EK BuKOHaHun y Burnagj manorabaputHoro 3HiMHoro USB-npucTpoto, KU MoXe mMaTu NporpamHuni
CCID-iHTepdenc (6ytn CCID-npuctpoem).

1.4.2 KoHcTpykTvBHO EK BMKOHaHWM Ha OBOLIAPOBiV APYKOBaHiM MnaTi, Aka 3anvTa KOMMnayHAoM, SAKUn
dopMy€e 3axuMCHWI Lap, Ta BCTAHOBfIEHA B MeTaneBui Kopnyc, Wwo ¢opmMye 30BHILWHIA Burnag Bupoby. Ha
OPYKOBaHilN NnaTi BCTAHOBMIOKTLCA enekTpoHi kKomnoHeHTn EK ta USB-3’egHyBay Tnny A-plug (Bunka).

1.4.3 EK BUKOHaHuUI y KniMaTU4HOMY BMKOHaHHI rpynu 2 3a TOCT 21552-84.

1.4.4 EnekTtpoxwmBneHHa EK, 3’egHaHoro 3 EOM uepe3 USB-3’egHyBady, 3pificHOeTbes Big 6noky
enekTpoxusneHHs EOM uepes koHTakT USB- 3’¢gHyBaya no naHutory +5B+10%.

1.4.5 Bupi6 moxe 6ytn nigegHaHun po USB-3'egHyBaya EOM 6e3 BUMKHEHHSI XMBIIEHHA Ta
nepesaBaHTaXeHHs onepawjifHoi CucTeMu.

1.4.6 Bupi6 moxe 6yt BigimMkHyTuin Big USB-3’egHyBada EOM 6€3 BWMKHEHHSI XUBMEHHSA Ta
nepesaBaHTaXeHHs onepawjifHoi CucTeMu.

1.5 Bupib He noTpebye aopaTkoBux 3acobiB BUMIpIOBaHHS, iIHCTPYMEHTIB Ta Nnpunagp.
1.6 MapkyBaHHsi Ta NIoM6yBaHHs

1.6.1 MapkyBaHHA BUpPOBY CKNagaeTbca 3 FOroTuny nianpueMCTBa-BMPOOHMKA, YMOBHOI MO3HA4YKu
"e.Kntoy" Ta 3aBoACHKOro Homepa 10XxXxX.
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1.6.2 MapKyBaHHSl HaHeceHe Ha Koprnyci BUpooGy.

1.6.3 3axucTt Big HecaHKLIOHOBAHOro AOCTYMy A0 BHYTPILLHIX BY3niB BUPOOY 3[iNCHIOETLCA 3@ paxyHOK
Hepo36ipHOi KOMMNayHAHOI 3aNNBKN.

1.7 NakyBaHHsA

.7.1 Bupi6 moxe 6yTn ynakoBaHui B iHOuBiAyanbHy abo rpynoBy ynakoBKY 3 MpPO30pOro nnactuky, ska
BMKJITIOMAE NOro NOLLKOAXKEHHS Npu 30epiraHHi Ta TpaHCNOPTYBaHHI, a TakoX Yy rpyrnoBy ynakoBKy 3 roppoBaHoOro
KapTOHy BignoBigHoO oo n.5 Ta 6 gaHoi iHCTPYKL,i.

1.7.2 Bupobu, fiki ynakyBaHHi y TpynoBy YMakOBKY KOMMMEKTYOTbCS OAHMM HocieM iHdopmauii 3
iHCTaNALINHUM NakeToM Nporpam Ta OgHUM KOMMJIEKTOM eKcnnyaTauinHUX AOKYMEHTIB.
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2 BUKOPUCTAHHA 3A NMPU3HAYEHHAM

2.1 EkcnnyarauiiHi o6MeXeHHs
3abopoHsieTbCA NopYLLEHHS ujinicHocTi kopnycy Ta USB-3’egHyBada npu ekcnnyaTallii BUpooy.
YBara: cuctemHun 6nok EOM, o sikoi nigkntoyaetbcs EK, noBuHeH 6yt 3a3emneHui.

YBara: y USB-3'egHyBay BUpOOYy 3 BIiOKPUTOK KPULLIKOK HEe [OMNYyCKaeTbCA MOTpanisHHA CTOPOHHIX
npegmerTiB.

Bupi6, nig’egHaHuin go EOM, npusHaveHuih ana ekcnnyaTauii B MNPUMILLEHHAX 3 HOPManbHUMM
KniMaTUYHUMN YMOBaMMU:

— TemnepaTtypa HaBKONULWHbOro noBitps (nntoc 20+5) °C;
— BiQHOCHa BONOriCTb HABKONULLIHLOrO MoBiTps (60 + 15)%;
— aTtmocdepHun Tuck Big 84 no 107 kMa (Big 630 go 800 mMm.pT.CcT.).

Y noBiTpi He JONYCKAETLCA HAsABHICTb Nap KUCMOT, NYriB i iHWMWX arpeCuBHUX AOMILLOK, WO BUKINKAOTb
KOpO3ito.
2.2 [lii B eKcTpemarnbHUX ymoBax

Bupib, ik eneKTPOHHMI NPUCTPIN, HEe MICTUTb AXepen BUHUKHEHHSI eKCTPeMarnbHUX YMOB (MOXeXi,
He6e3ne4YHOro BUNPOMIHIOBAHHS, TOLLO).

Mpun HeOBXIAHOCTI LWBMAKOrO 3HWULLEHHS KIOYOBOI iHopMaLii Ta AaHUX KOpUCTyBaya, siki 36epiralotbes y
BMUpODOI, OiaTn BignoBigHO A0 NpaBuN KOPUCTYBaHHS, SIKi MPUAHATI Y CUCTEMI, B SIKili BUKOPUCTOBYETbLCA BUPIO.
2.3 [JoonpautoBaHHS

Bupib He nignarae goonpawtoBaHHI.
2.4 Mopsapok pobotn y OC Microsoft Windows

2.4.1 YMoBwM iHCTanAuji nporpam

Opansepu Ta nporpamHui Komnnekc KoHdirypyBaHHs dyHkuioHyloTb y OC Microsoft Windows
2000/XP/2003 Server/Vista/ 2008 Server/7/8/8.1/10/2012 Server.

2.4.2 [pansepun NnpucTpoto

2.4.2.1 MNpun3HadeHHa gpansepis USB-npuctpoto

Opansepu NpucTporo NpusHayeHi ans:

— 3abe3neyeHHs KOPEKTHOro po3nidHaBaHHA npucTtpoto OC MNEOM,;

— nepepfavi KoAiB KOMaH/, Ta BXiAHWX AaHWX ANS BUKOHAHHS BiAMOBIAHMX BHYTPILLHIX Nporpam npucTpoo,
AIKi BAKOHYIOTb NepeTBOPEHHS BXiAHUX AAHWUX Y BUXIAHI;

— OTPMMaHHS 3 NPUCTPOI pPe3ynbTaTiB BUKOHAHHA KOMaHA Ta BUXIAHUX AaHUX.
2.4.2.2 IHcTanauia gpaneepis USB-npuctpoto

Mpy nepwomy nigkno4eHHi NpucTpoto aucnetyep npuctpois OC 3Hanae HOBMI NPUCTPIN i BiAKPUE BIKHO
MancTpa iHcTansauii gpansepa npuctpoto (puc. 2.1). B gaHomy BikHi HeobxigHO BUGpaTh onuito “BbINONHWUTL NOMCK
ApanBepoB Ha 3TOM KoMmrbloTepe .
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B OGHosnenne apaiieepos - AT 3.Knrou Kpuctana-1

Kak Bbl XOTWTe NPOBECTH NOWCK APaiBEpOB ANA YCTPORCTB?

—> ABTOMAaTMUECKMIi NOMCK 0BHOBAEHHBIX ApaiBEpOB

Windows Byaer BeCTH NOWCK NOCIEAHNK BEPCHi ApaiBepos ANA YCTRPORCTEE Ha
3TOM KOMMBHOTEPE W B VIHTEPHETE, ECAIM NONB3CBATENE HE OTKIKGHIA 3Ty
GYHKUMIO B NapaMETpax yCTaHOBKM YCTPoRcTEa.

—» BoinoanuTe nonc»{,ﬂpaﬁﬁepos Ha 3TOM KOMNbHOTEPE
Mouck u ycTaHoska ApaiiBepos BpyHHYIO.

OTtmena

PucyHok 2.1

Ha HacTynHin cTopiHui (puc. 2.2) HeobxigHO HAaTUCHYTK KHOMKY “O630p”. Y BikHI, WO 3’ABunock (puc. 2.3),
HeobXxigHO BKazaTy Wnsx Ao nanku, wo mictutb cann EKeyCrl.inf, akuin BxoanTb A0 iHCTanAUiMHOro nakety
nporpam NpUCTPoLo, i HaTUCHYTK KHomnKy “OK”. Ha cTopiHuj, 306paxeHiin Ha puc. 2.2, He06XiAHO HAaTUCHYTU KHOMKY
“‘Oanee”.

& B OBnoenenve apaiisepoe - MIT 3.Kawow Kpucrana-1

Mowck ApaiBepoB Ha 3TOM KOMMbOTEpe

Wckate gpaiieepbl B cReAyHOLLEM MeCTE:

D:\EKeys\Crystall\Drivers\M5WindowsNT] V‘ | O6zop...

Brnrouan BAOKEHHBIE Nankn

—> Buibpath ApafiBep 13 CNKcKa yKe YCTaHOBNEHHBIX ApafBepoB
B 3Tom cnucke NEPEYHCAAIDTCR E{Ey’(TEHCEﬂEHHbIEApﬂﬁﬁepbl_ COBMECTHMBIE C 3THM
YCTpORCTBOM, 3 Takcke ApaiiBepbl ANA YCTPORCTE ToM e KaTeropuu.

[lanee Otmena

PucyHok 2.2
OBzop nanok *
BrifepuTe Nanky, CoAEMKaLLYD APEHEEPS] ANA 3TOM0
ofiopyaosaHua,
CertificationWorkStation ~
CMPServer
v EKeys
v Crystall
v Drivers
v MSWindowsNT
AMDE4
lagd
X86
o v
£ >
Manika: MSWindowsNT
Omera

PucyHok 2.3

Micna 3aBepLueHHs iHCTanAuii gpariBepy Oyae BMBEAEHO OCTaHHIO CTOPiIHKY MancTpa (puc. 2.5), Ha sKin
HeobXiLHO HAaTUCHYTM KHONKY “3aKpbITb”.

PucyHok 2.5
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0 O6noenenne gpaiisepos - IT Eknrou Kpncran-1

QOHoBNEHWE nporpamMmHoro obecnedeHns ANA AaHHOro yCTIJOﬁCTEa 3aBEpPLIEHD
ycnewHo

3aKoHUEHa yCTaHOBKa AAiiBEPOB ANA 3TOFD yCTPOiicTaa:

IIT E.knroy Kpueran-1

e d

PucyHok 2.5

Micns 3aBeplueHHA iHCTanAuii ApanBepy HeobOXiAHO nepeBipuTM Te, WO ApavBep npuctpoto 6yno
3aBaHTaxeHo. HeobxiaHo 3anyctutu gucnetyep npuctpois OC (puc. 2.6), po3ropHyTu NyHKT “KoHTponnepbl USB”
Ta y cnucky npuctpoiB 3Hantn npuctpin “lIT E.Kntou Kpuctan-1”. 3Ha4yok nopsia 3 NPUCTPOEM MOBUHEH MaTu
BUrNsA, HaBedeHu Ha puc. 2.6.

A Oucneruep yorpoiicts - o x
®aiin  Jeiictene  Bua  Cnpaeka
ez mEHEm B LxE
v & Baklykov ~
= DVD-ANCKOBOABI M ANCKOBOAEI KOMNAKT-ANCKOE
i AyauosxoAE! M ayAMOBEXOALI

O Bugeospantepst
= Ancosbie yerpoiicraa

i 3eykosbie, urpossie u sugeoycrpoiicrea
= Knasuarypei
3 Komnsrotep
=5 Kormponneps: IDE ATA/ATAPI
v § Kontponnepsi USE
Generic USB Hub
Generic USB Hub
HP USE Virtual Driver
Intel(R) 7 Series/C216 Chipset Family USB Enhanced Host Controller - 1E2D
Intel(R) 7 Series/C216 Chipset Family USB Enhanced Host Controller - 1E26
IT E.xcniou Kpucran-1
Kopresoit USB-koryentpatop
Kopresoit USB-koryentpatop
Koprezoi USB-koruentpatop (xHCI)

Paclumpaensiii xocT-korTponnep Intel(R) USE 3.0 — 1.0 (Maiikpocod)
Cocrasroe USB ycrpoiictao

S KOMTROANEpbI 3aNOMIHANOWX YCTPORCTS

[ MoruTops:

B Meiwun u e yrassisarowue yerpoiicrea

=1 Quepean nevarm

B Mot (COM | PTY

PucyHok 2.6
2.4.2.3 MNMpu3HayeHHa gpansepis CCID-npuctpoto
Lpansepun CCID-npuctpoto npuaHayeHi gnsa:

— 3abe3neyeHHs1 KOPEKTHOro po3nidHaBaHHA npuctpoto OC MEOM,;

— nepefavi KoAiB KOMaHZ, Ta BXiAHWX AaHWX ANs BUKOHAHHS BiAANOBIAHMX BHYTPILLHIX Nporpam npucTpoto,
AKi BAKOHYIOTb MEPETBOPEHHS BXiAHUX AAHUX Y BUXIAHI;

— OTPMMaHHS 3 NPUCTPOIO0 Pe3yrbTaTiB BUKOHAHHA KOMaHA, Ta BUXiOHUX OaHUX.

Opanesepu CCID-npuctpois, akum moxe 6ytn EK, BctaHoBneHi y OC Microsoft Windows Vista/ 2008
Server/7/8/2012 Server 3a 3amMoB4YaHHAM. AKWO ApavBep He BcTaHoBneHo (Hanpuknag, ana OC Microsoft
Windows 2000/XP/2003 Server), To Woro MoxHa oTpumatu 3 odiuiiHoro web-canty komnaHii Microsoft
http://microsoft.com 4n 3a nocunaxHHam http://iit.com.ua/download/productfiles/MSWindowsXPCCIDDriver.rar.

2.4.2.4 IHcTansauia gpansepis CCID-npucTtpoto

AKWwo ppaviBep He BCTAHOBMIOETbCA aBTOMaTU4HO Ancnetdyep npuctpois OC 3Hanae HOBUW MPUCTPIN i
BioKpue BiKHO MalicTpa iHCcTansauii apanBepa npuctpol. B AkocTi apariBepa npucTpoto HeobxigHo BkasaTu dann
usbccid.sys.

Micna 3aBeplweHHA iHCTansAuii agpaviBepy HeoOXigHO nepeBipUTU Te, WO ApanBep npucTtpot 6yno
3aBaHTaxeHo. HeobxigHo 3anyctutu aucnetyep npuctpois OC (puc. 2.7), po3ropHyTU NYHKT “YCTPONCTBO YTEHUS
CcMapT-KapT” Ta y CnMCKy MNpUCTpoiB 3HanTh npucTtpin “Microsoft Usbccid Smartcard Reader (WUDF)”. 3Havok
nopsg, 3 NPMCTPOEM NOBUHEH MaTu BUIMAA, HABEAEHU Ha puc. 2.7.


http://microsoft.com/

9
€AA[.469535.040 P3

% Aucneruep ycTpoiicte
®aiin  deficrene  Bug  Cnpaska
ez mEHEm B LxE
~ @ Baklykov
= DVD-ANCKOBOABI M ANCKOBOAEI KOMNAKT-ANCKOE
i AyauosxoAE! M ayAMOBEXOALI
I BuaeospanTepe:
— Anckosbie ycpoiictaa

i 3sykosbie, urpossie u ewgeoycrpoiicrsa

= Knasuarypei

I Komnsiotep

=5 Kormponneps: IDE ATA/ATAPI

§ Kowrponnepsi USB

9 KomTponneps! sanommHarowyx yeTpoiicrs

[ MoruTops:

B Meiwun u e yrassisarowue yerpoiicrea

=1 Quepean nevarm

& Moprel (COM u LPT)

§ Mporpammtibie yerpolicraa

[ NMpoueccope

I Ceressie apanmepsi

a1 Cuctemnbie ycrporictea

i Yerporictaa HID (Human Interface Devices)
v |4l Yerporictaa urenun cuapr-kapr

- ¥cTpoiiceo wtesma cuapr-kapt Microsoft Usbeeid (WUDF)

PucyHok 2.7

2.4.3 lNMporpaMHnin KOMMEKC KOHirypyBaHHs
2.4.3.1 lNpun3HaYeHHsi

MporpamHuin Komnnekc KoHdirypyBaHHs (gani - nporpama) npu3HadyeHun Ansi BCTAHOBIIEHHS NapamMmeTpiB
€eKTPOHHOrO KMoYa i BUKOHYE HaCTYMHI yHKL;i:

— TEexHOMoriYHe TeCTyBaHHA eNeKTPOHHOIO Krloya Ans nepesipku npaue3naTHOCTI Npu NpoBeaeHi
TEXHIYHOro 06CnyroByBaHHS;

— popmaTyBaHHS €NeKTPOHHOrO Kio4a;

— nepeBefdeHHs B PEXVM 3 PO3MOAIIOM posnew;

— 3MiHy naponto(iB) AOCTYNy A0 €NeKTPOHHOro KNo4a;

— nepernsag XypHany peecTtpauii enekKTpoHHOro KN4a;

— iHiuianizauia enekTpoHHoro knto4va B akocTi PKCS#11-npuctpoto.

2.4.3.2 |lHcTansayia

Ona  iHcTanauii  nporpamu HeobOXigHO 3anycTUTU nporpamy iHcTansAuil  (mancTep iHcTansAuii)
EKeyCrystal1lnstall.exe 3 iHCTanauinHoro Hocis (ONTUYHOIO ANCKY YK iH.).

Micna 3anycky nporpamu iHCTanAuji Ha nepLin ctopiHui (puc. 2.8) BuBognTbCA iHpopMaLis Npo noyaTok
iHcTanauii. [ng npofoBXeHHs iHcTanauil HeobxigHO HAaTUCHYTK KHOMKY “[ani”, a Ana 3aBepLueHHs - “BigmiHa”.

E IIT E.kntoy "Kpueran-1" Inctanauia - *

Inctanauia nporpamu IIT E.kniou
"Kpuctan-1".

PexomenosaHo saBeplWMTH poGoTy YCix iHLLIX Nporpam
nepeq NPoAoEXEHHAM ANA YHUKHEHHR MOXTMEMX KOHDNIKTE
niA Yac iHCTanAL.

Ina npoaoexerHA HamucHiTe Lani, evedn - Bigmida.

PucyHok 2.8

Ha HacTynHin ctopiHui MancTpa (puc. 2.9) 3a HeobXigHICTIO MOXHa BKasaTu KaTasor Ha AUCKY A0 SIKOro
6yae BCTaHOBEHO nporpamy. [ns NpoAoBXeHHs iHcTansuii Heo6xigHO HAaTUCHYTK KHOMKyY “Oani”.
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P4 IIT E.xcnvou "Kpueran-1". Incransuia - X
D6epit kKaTanor AnA iHCTanAUT Nporpass D
Kym1 HeofxigHo iHCcTanoeat nporpamy 7 /%

Mporpama Gyne HCTANLOBAHE Y HACTYMHWA KaTanor.

Ons npopoexeHHA, HaTcHITe Oani. [nA enbopy iHWOro KATanory, HaTCHITE
3MiHATA.

3niHATA. .

HeotixigHo misimym 5.4 ME guckosoro npocTopy.

< Hasan Bimvira

PucyHok 2.9

Ha HacTtynHin ctopiHui manctpa (puc. 2.10) 3a HeobXxigHICTIO MOXHa BKasaTu po3ain mMeHwo “Tlyck” pgo
fAKoro 6yAe BCTAHOBJMIEHO 3HA4KM 3amnyckKy Ta AeiHcTtansuii nporpamu. [Ons npoaoBXeHHS iHcTansuii HeobxigHo
HaTUCHYTWU KHOMKY “Oani”.

E IIT E.kntoy "Kpuetan-1". IHcTanauis — x

BraxiTs KaTanor metio [lyck 4‘%)

[e noTpifiHo POSMICTUTI SH34KN WEWAKOro SanycKy nporpama?

H 3HE4KM WBMIKOrD Sanycky nporpamui ByAyTe SaNWMCaHi y HACTYNHMA KaTanor
[ [Myck.

[Ons npopoexenHa, HamucHiTs Oani. [nA enfopy iHWoro Katanory, HATMCHITE
3MiHATA.

IIT\E ko KpueTan-1 BMIHATH. ..

PucyHok 2.10

Ha HacTynHin ctopiHui mancTtpa (puc. 2.11) noTpibHO BCTaHOBWUTU MpU3HAKM HEOOXiOHOCTI BUKOHAHHS
MaNCTpPOM [0AATKOBUX 3aBAaHb - CTBOPEHHSI 3HAYKy 3anycKy nporpamu Ha pobo4omMy CTOJi Ta 3anycKy nporpamu
nicnsa 3aBepLueHHn iHcTansuii. [ns npoAoBXeHHs iHcTansuii Heo6XigHO HAaTUCHYTK KHoMKy “Lani”.

E IIT E.cntod "Kpuctan-1", IHcTanAuis - x

OGepim aosaTkosi sanavi
Aki aoaamosi agayi MatoTE GyTW BAKoHEHI? /ﬁ

(OBepiTe A0AETKOBI 33434, WO NPOrPaMa iHCTANAL NOBWMHHE BUKOHATH, MOTIM
HETWCHITL ani.

Dppatkosi sHauKA:

CTeopuTi 3HayoK Ha poBoyory cToni

PucyHok 2.11

Ha HacTynHin ctopiHui maiictpa (puc. 2.12) 6yne BuBeaeHo iHdopmauito npo onepadii, wo 6yayTb
BMKOHaHi MancTpoM. [1na BUKOHAHHSA iHCTansuii Heo6XxigHO HAaTUCHYTK KHOMKY “BcTaHoBUTK”,
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P4 IIT E.xcnvou "Kpueran-1". Incransuia - X

lMNoToBHICTL A0 IHCTaNAWT :)
Bee roToso go iHetanaui [IT Exmou "KpucTtan-1". Ag

Hamcrite Betanosnm ans npoaosxeqHs iHcTanawi abo Hamichite Hasaa, Arwo sn
¥OYETE NEpEernAHyTM 300 SMIHWTW ASAKI NapamMeTpi.

Katanor ana sanmcy:
C:\Program Files {cB6)\nstitute of Informational Technologies\EKeysCrystall

Mporpanna rpyna:
IITE rniouiKpuctan-1

Oppatkosi samasi:
Dopatrosi sHavwkm:
CTeopuTv sHauok Ha poBoyonmy cToni

PucyHok 2.12

Micnsa iHcTanauii nporpamu, MancTep 3aBepLuUye cBoto poboTy (puc. 2.13).

P4 IIT E.xcnvou "Kpueran-1". Incransuia —

3aBeplUeHHA NporpaMM iIHCTanALl
T E.xmou "Kpuctan-1"

Ihcmanauie |IT Exnioy "Kpuetan-1" sasepweno. BotaHosneri
NporpaMK MOXXHa SanycTUTH 33 A0NOMOro CTEOPSHKX
iKOHOK.

HamcHite 3aeepwwmi ans Bvxomy 3 iHCTaNA .

PucyHok 2.13

2.4.3.3 MNMopsapok poboTn

2.4.3.3.1 3aBaHTaxXeHHA nporpamm

[na 3aBaHTaXeHHs Mporpamu HeobXigHO 3anycTuTM Mopynb, Wo BukoHyeTbcs EKeyCrystal1Cfg.exe
yepes dannosuin meHegxep OC. Micns 3anycky Ha ekpaHi 6yae BigobpaxeHe BikKHO, Lo HaBeaeHe Ha pwuc. 2.14.

& |IT Enextpornnii knrou "Kpncran-1". Kondirypauia - O X

$ 1T
¢# Enextponnui oy "Kpucran-1"
Koheirypauia

NigxnioyeHi npuctpoi (1)

e MoHosrTH (NoBTOpHa Nepesipka)
y ko (31581) & Betarosumi napameTon...

& D6epiTo NpucTpii si crmcky

I
PucyHok 2.14
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2.4.3.3.2 NapameTpu eneKTPoHHOro Ki4a

Y niBin naHeni BikHa BigoOpaxaeTbcs nepenik MNigKMYeHNX enekTPOHHMX KhodiB (npucTpois). [Ona
pob0TN 3 eneKTPOHHMM KNoyeM HeobXiaHO o6paTu BiAMNOBIAHUIA 3anuc, SK MokasaHo Ha puc. 2.15. Y HixHin
YyacTuHi BikHa bype BuBefeHo iHopmaLlito Npo NnapaMeTpu enekKTPOHHOIO Kioya (MpUCTpoto).

& |IT Enextponnnii kniou "Kpucran-1", Kondirypauia

)

< Eﬂn&l;ragnouunu kmo4 "Kpucran-1

#e.mrou (315a1)

NigxnioyeHi npuctpoi (1)

© MoHosum [noBTopHa Nepesipia)

e PopraTyEaTH. ..

®) Pesxim 5 posnofinom ponen

e 3MiHKTA Napone. ..

@ TMepernanymi xypran...
& lHeopmaLia npo npowmeky..
& Bcrarosum napameTp..

& Iviuanizysam PKCSH11..

O meopmauis npo npucTpi:
Hasga npucTporo: IIT E.Kntod KpucTan-1 (smiva 1)

CepiltHuid Homep: 31581

Pexmi poboTi:  nNigTpMMye posnogin ponei (8aMHICTPaTOp Ta ONEPaTOR) ane He
NEPESEAEHHA Y AaHWIA PEXIM, SAIACHIOE BEAEHHA KYPHaNY peecTpaLli,
HaAae HHOPHALIID NP0 MPOWHBKY

|
PucyHok 2.15

[na BCTaHOBMNEHHs1 napameTpiB poboTU NpUCTPOK HEOBOXigHO HATUCHYTU MocunaHHa “BcTtaHoBUTM
napameTpwu..”. BikHo i3 napameTpamun HaBegeHe Ha puc. 2.16.

Y BikHi napamMeTpiB BCTAHOBMIOKOTLCA MNapamMeTpu MpPOTOKONYy po3nofiny knwdie (HeobXigHICTb
BMKOPUCTaHHA MonepefHix obuyucneHb), Ta NapamMeTpyu CaMOTECTYyBaHHS (HEOOXiOHICTb BWKOHAHHA caMo
TEeCTyBaHHAl, Ta napameTpu anroputmy ELIIT 1 npoTokony posnopginy knwodiB ). NapameTpu camo TeCTyBaHHS
BMNAMBAKTb Ha LWBWUAKICTb POGOTU MPUCTPOIO (NMPY BUKOPUCTaHHI CaMOTECTYBaHHS), ane niaBuLLyoTb HafilHICTb

po6oTu.

[nsa 36epexeHHs BCTAHOBMNEHNX NapamMeTpiB HEOOXiAHO HAaTUCHYTU KHOMKY “3acTocyBaTtu’.

3araneHi napameTpy npucTpois

MpoTokon posnoginy Kniouis

CamoTecTyBaHHA

Tvnu NapaMeTpie AnA TECTYEaH

Anropura ELIM:

MpoTorkon posnoginy Kntois:

[] BuropnecTosysam nonepeaxi ofuncnera

HA

MiHIManbHi

MiHIManbHi

y 3aransHi napamMeTpy poioTH S NPUCTROAMK

[ Butorysam nosrwit Haip cramcmwsrix Tectis ATEY

£

£

X

Bimira

PucyHok 2.16

2.4.3.3.3 ®opmaTyBaHHA eNeKTPOHHOrO KIo4a

Ona 3piicHeHHA dopMaTyBaHHA €NIeKTPOHHOro KJtoda HeobxigHo obpatu noTpibHUi npucTpin Ta
HaTUCHYTU nocunaHHa “dPopmatyBaTtn”. [lig yac dopmaTyBaHHA BCs iH(OpMaLia 3 eneKTPOHHOro Knw4a

SHULLLYETbCA.
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DopMaTyBaHHA NPUCTPOH X

JHWLWEHHA KMIOYOBMX ASHVX ¥ NMPUCTPOl T3
BCTEHOBNEHHA HOBOrO MaponA AOCTYry

Hoewii naponk: || |

MiaTeepoxeHHa: | |

[]YacTxose dopmatysara

BHWLLEHHA CMyGOEIX JaHMX NPUCTPOID

Biavine

PucyHok 2.17

Micna dopmaTyBaHHA HeobXiAHO 3agaTW HOBMI Mapofb AOCTYNYy OO0 €NeKTPOHHOro knwda. [Mapornb
3aa€TbCA Y BiKHi WO HaBeaeHe Ha puc. 2.17.

Mpu BuKopucTaHHI NapameTpy "YactkoBe dopmaTyBaHHs" AaHi icTopii monepegHix ocobuCTUX KIouis
NMPOTOKONY PO3NOAINY Krto4iB He ByayTb BUAAnEH.

[na 3HMLEHHA cnyX60BUX AaHUX NPUCTPOIO HEOBXiAHO BCTAHOBUTY OMLit0 "3HULLLEHHST CIY>X60BUX [aHKX
npuctporo”. Tlig cnyx6oBnMMU gaHMMM PO3YMilOTbCS AaHi, WO AOCTYNHI Ans 3anucy Ta 34uTyBaHHS 6e3 y4yacTi
KopucTyBaua.

2.4.3.3.4 epeBeAeHHs1 B peXUM 3 po3MojifioM ponen

Pexum 3 posnoginom ponen HagacTb AOCTyn A0 MPUCTPOIO ABOM KOPUCTyBadam - agMiHicTpatopy Ta
onepaTopy. AgMiHiCTpaTop Ta onepaTop MaTUMyTb Pi3Hi NOBHOBAXEHHS.

[na nepeBefieHHs B peXMM 3 pO3MNoAifioMm ponein HeobxigHo obpaTu NOTPiGHWIA NPUCTPIN Ta HATUCHYTU
nocunaHHa "Pexum 3 pos3noginom ponen..". lNepea noyatkoM 3MiHM pexumy Oyae BUBEAEHO MOBIOOMIIEHHS
onepaTtopy (puc. 2.18). lns npoooBXeHHsA HeobxigHO HaTucHyTK "[a", ansa BigMiHm - "HeT".

Moeigomnenna onepatopy

MepesegeHHA NPUCTPOHD B PESKUM 3 PO3NOAINOM poneil HajacTe
! ADCTYN A0 NPUCTRORD 4BOM KOPUCTYB34aM -
agmiHiCTpaTopy Ta ONEPaTOPY 3 PISHUMW NOBHOBAXKEHHAMM,
Mepea sMiHoto pesamy Byae BUKOHAHE GopMaTYBaHHA NPUCTPOLD,
LG NPUSBELE AC SHULLIEHHS KAMOYIE Ta 43HNK Y HeoMy. [poaosxuTu?

[ ][ b=

PucyHok 2.18

BikHO 3i BCTAHOBNEHHSIM MapaMeTpiB NepeBefleHHs B PEXUM 3 pO3MOAINIOM porien 3o06paxeHe Ha puc.
2.19

MepeeeseHHA B peskiM 3 pO3NoAiNomM poneil X

MNepesenerHs NPUCTPOD & PEXIM 5 POSNO/INOM PoNed T8 BCTAHOBNEHHA HOBKX NEPONIE A0CTYTY i
MapaMEeTpis SEACTY

AgmiricTpatop OnepaTop
Hoewit napons || | Hogwit napons | ‘
NiaTEepmKeHHA: | | MiaTeepaxeHHA | ‘
MapameTpn smoicTy
AppMiHICTPATOPY NOSEONEHD MEHepYBaTU KNioui OnepaTopy A03BONEHO FeHEpYBaTH KNyl
ApminicTpaTopy nossoneHo GyTv onepaTopom Onepatopy A0SB0NEHD SMIHOBATH NEPOTE

MaKcuManeHa KinkKicTe Ccrpol 3B TEHTUIKELYT:

MiHiMansHa KineKicTs CHMBONIS ¥ Naponi agMiHicTpaTopa: |4 <

MiHiManeHa KinkKicTs CAMBONIS ¥ N3poni onepaTopa: 4 <

PopMaTysaHHA NpUCTpoiD
[ 4acvose sopmatysanHa

3HNWEHHA Cryx GBI DaHWX NPUCTPO

=

PucyHok 2.19

Ins nepeBeneHHs NpucTpolo HeobxigHO BkaslaTu naponi ansa poni "AamiHictpatop" Ta "Onepatop", a
TaKOX BCTAHOBWTU NapamMeTpu 3axXucTy Ang uux poren Ta BkasaTu napameTtpu dopmaTtyBaHHA npucTpoto. Maponi
afMiHiCcTpaTopa Ta ornepaTtopa HEeNOBWHHI cniBnagaTu.
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MapameTp "MakcumarnbHa KinbkicTb cnpo6 aBTeHTUdikauil" BU3HA4ae KinbkicTb cnpob aBTeHTudikauii
agMiHicTpaTopom abo onepaTopom, Micns NepeBULLLEHHS KiNbKOCTi cnpob, NpucTpiii 6yae 3abnokoBaHo. Takox nig
Yyac BCTaHOBJIEHHS NapaMeTpiB HA4a€ETbCA MOXIIMBICTb BCTAHOBMEHHSA MiHiManbHOI KiNbKOCTIi CMMBONIB, fKa
NOBMHHA MICTUTUCb Y Naponi agMiHicTpaTopa 41 oneparopa.

Micna BCcTaHOBMEHHs HeobXigHMX napameTpiB, HeobxigHO HaTucHyTu "MepeBecTun”. lMicna 3aBepLUEHHS
nepeBefEeHHs! MPUCTPOIO B PEXMM 3 PO3MNOAINOM poriei rofioBHe BIKHO NporpamMu Matume BUMNSg, Wo 300paxeHe
Ha puc. 2.20

& |IT Enexcponnnii kntou "Kpuctan-1". Kondirypauia - O X

$ T
‘é EnexkTpoHHuWiA Koy “"Kpucrtan-1*
Konirypauis

MigxnioueHi npuctpoi (1)

e MorosrTv (MoETOPHE Nepesipra)
ﬁemm (31581) ® Popmatysam

@ EcTarosum napameTpu sawcTy.

© 3MiHMTA MEponE aAMIHICTPETOPa
& 3MiHTM Napank onepatopa

© Nepernamym xypran...

& lHeopmaLia npo npowmeky..

& Berarosum napameTp..

© lhiuanisysam PKCSH11..

o InpopMauin Npo NpUcTRif:
Hazea npucTpoko: IIT E.Knod KpucTan-1 (smiva 1)
Cepifiimil Homep: 31581

Pexmi poBioTH:  nepesencHmi ¥ pexaM 3 posnoainok ponelt (aaMHicTpaTop Ta
0nepaTop), 3NIACHIOE BEAEHHA HYDHAMY PEECTPaL, Hanas iHbopMaLin
Mpo NPOWMEKY

| —
PucyHok 2.20

Mpumitka. [Micna nepeBefeHHA Yy peXxum 3 pO3MNOAINIOM porfien NOBEPHEHHA A0 3BUYANHOIO pexumy
MOXNMBE Nnuwie nicna opMyBaHHSA MochnigoBHOCTI ansa BupobHuka (n.2.4.3.4.5) Ta copmatyBaHHA MNPUCTPOID
naponem BMpo6Huka (n.2.4.3.4.6).

2.4.3.3.5 3miHa naponto A0CTyny A0 eNeKTPOHHOrO Ki4va

[nA 3niAcHeHHsA 3MiHWM Naponio JOCTYNy A0 eNeKTPOHHOro Krya HeobxigHo obpaTu NoTpibHUIA NpUCTpiii
Ta HaTUCHYTW NocunaHHA “3MiHUTK Naposnb”.

MpumMiTka. AKWO nig yac 3MiHWM Naposnto Ha eneKTPOHHOMY KIo4i 3HaxoAATbCA AaHi, Lo 3axulleHi B
pexuMi BUKOPUCTaHHA napornsa OOCTyny 00 eNeKTPOHHOro Krio4va B AKOCTI Mapona 3axuUcTy JaHuX (Takun pexum
BUKOPUCTOBYETbLCA B nporpamHux komnnekcax LICK “lIT LLCK-1" Ta kopuctyBaya LICK “lIT Kopuctysau LICK-17),
Taki AaHi MoXyTb OyTW HeAOCTYMNHi AnA BMKOPWUCTaHHA nicna 3MiHW napons. [Ons 3MiHM napons B Takomy pasi
HeobXiHO BUKOPUCTOBYBATU 3a3HayveHi MporpamMHi KOMMIEKCH.

BikHO 3MiHM naponto HaBeaeHe Ha puc. 2.21. Y BikHi HeOOXigHO BKka3aTy CTapuii naposb JOCTYMy Ta HOBWIA
naporsib i3 NiATBEPAXEHHAM.

3mina napons aoctyny *

y BeTaHoBNEHHA HOBOrG NaponA AOCTYY

Mapens gocTymy: || |

Hoewit naponk: | |

MigmeepmreHHa: | |

B

PucyHok 2.21

MpuMiTKa. ENeKTPOHHUIA KIoY 34iMCHI0E MiapaxyHOK KinbKoCTi HeBaax cnpob aeTeHTUdikauii (BBeaeHe
HeBipHOro naponsa [ocTyny). Y Bunaaky BUKOHaHHA 15 HeBpanux cnpob aBTeHTMdiKaLii nocnifb enekTpoHHWI
KINIOY 3iNCHIOE 3HULLEHHA JAHUX Ta 0COBMCTUX KIoUiB, siKi B HbOMY 36epiratoTbCs, Micna 4Yoro MOXIMBE TiflbKK
noro popmatyBaHHs. AKLLO KinbKicTb HeBoanux cnpob He nepesuwmna 15 Ta BUKOHaHa ycnilwHa aBTeHTMdiKaLis,
nivnnbHKK HeBaanux cnpob cknaaeTbes B 0.

2.4.3.3.6 NMapameTpu eneKTPOoHHOrO KIKo4a B peXMMI 3 pO3MOAiINoM ponen
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Y niBin naHeni BikHa BigoOpaxaeTbcs nepenik MNigKMYeHMX enekTPOHHMX KIodiB (npucTtpoiB). [Ona
pob0oTN 3 eneKTPOHHMM KNoyeM HeobXiaHO o6paTu BiAMNOBIAHUA 3anuc, SIK NoKa3aHo Ha puc. 2.22. Y HiXHin
YyacTuHi BikHa 6yae BUBeAEHO iH(opMaLiilo NPO NapamMeTpu eNeKTPOHHOTO KioYa (MpUCTPOio).

& |IT Enextpornnii knrou "Kpncran-1". Kondirypauia - O X

$ 1T
‘é EnextponHumii knioy "Kpucran-1"
Koheirypauia

Migknioueni npuctpoi (1)

= e MoHosrTH (NoBTOpHa Nepesipka)
ye.mmu {31531)5 & Popmarysam...

&) BCTaHOBMTM N3paMETPH SSUCTY

e 3MiHKTV Napone agMiHicTPaTopa
@ 3miHMTA Napont onepaTopa

@ Mepernaym xypran

& IHbopmaLis npo NpoLMEKy...
@ BcTaHosim napameTpm...

& Iiianisysams PKCSH11...

O mdopmauin npo npucTpin:
Hasea npucTporo: 11T E.Kniod KpucTan-1 (smina 1)
CepiliHuii Homep: 31581
Peximn poboTH: NEpeseaeHil y PEsMM 3 posNoginom ponsii (aaviHictpaTop Ta

onepaTop), SAIRCHIOE BEASHHA AYPHAMY PEECTpaLli, HaAaE iHhopMaLI
PO MPOWWBKY

I
PucyHok 2.22

2.4.3.3.7 NapameTpu 3aX1CTy NPUCTPOIO B PEXMMI 3 PO3MNOAINIOM ponen

[na BCTaHOBNEHHSA NapaMeTpiB 3axUCTy NPUCTPOID Y pPeXuMi 3 po3nofiniom poner HeobxigHo obpatu
NOTPIOHMI NPUCTPIN Ta HAaTUCHYTM NOcuNaHHsa "BcTtaHoBUTU napameTpu 3axucTy". BikHo 3 napameTpamu 3axucTty
BigobpaxeHe Ha puc. 2.23.

BCTaHOBNEHHA NapaMETRIB 3aXUCTY NPUCTPOD x

y BcTaHoBneHHA NapameTpis SaxicTy NPUMCTPOID Y PEXMMI 3 PO3Noginom pone

Maponk agmiHicTpatopa: || |

MapameTpu scTy
AfMIHICTPETORY ADSBONEHO FEHEDYBATH KU OnepaTtopy NOSEONEHO MEHEDYBATH Ko

ApmiHicTpaTopy gossonero ByT onepaTtopom Onepatopy gossoneHo sMiHOBaTA Napons

MakoumMansHa KinskicTs crnpof asTeH Tdika
MiHimMansHa KinsKicTs cUMBONIB ¥ Naponi agMiHicTpaTopa:
MiHimMansHa KineKIcTE cMMBONIE ¥ Naponi onepaTtopa:

Bcranoenmm Bigmiqa

PucyHok 2.23

Ins BcTaHOBNEHHs napamMeTpiB HeobXxigHO BBecTM naponb "AAMiHicTpaTopa", a TakoX BCTaHOBUTHU
napameTpu 3axucTy ans poni "AamiHictpatop” Ta "OnepaTop".

MapameTp "MakcumanbHa KifnbKicTb cnpob aBTeHTU@iKauii" BU3HAYae KinbkicTb cnpob aBTeHTudikaLii
apgMiHicTpaTopom abo onepaTopom, Micns NepeBULLLEHHS KiNbKOCTI cnpob, NnpucTpi 6yae 3abnokoBaHo. Takox nig,
yac BCTaHOBJIEHHS MNapamMeTpiB HA4aeTbCA MOXIIMBICTb BCTAHOBMAEHHSA MiHiManbHOI KiNbKOCTI CMMBORIB, AKa
NoBMHHA MICTUTUCL Y Napori agMiHicTpaTopa 4M oneparopa.

Micna BcTaHOBNEHHA HEOOXiAHMX NapaMeTpiB, cnig HaTUCHYTU "BcTaHoBUTH".
2.4.3.3.8 3miHa naponto agMiHicTpaTopa B peXuMi 3 po3rnoainiom ponen

MpumMiTka. 3miHa naponst AocTyny OO MPUCTPOD MOXE MPU3BECTU OO BTPaATUM [aHUX Y Hbomy. 3a
MOXJIMBICTIO, HEeObOXiAHO MpoBOAMTM 3MiHY MNapon 3a AOMNOMOrow MpuknagHoi nporpamu (Hanpuknag, |IT
KopuctyBau LICK-1, Towo).

Ona 3miHM napono [OoCTyny A0 €eneKTPOHHOro Kr4ya HeobxigHo obpatu noTpibHUA npucTpi Ta
HaTUCHYTU NocunNaHHsa “3MiHUTKM Naponb agMiHicTpaTopa”.

BikHO 3MiHM naponto HaBefeHe Ha puc. 2.24. Y BikHi He0bXiAHO BKa3aTu cTapuii Naporb AOCTYNY Ta HOBUN
naposb i3 NiATBEPAXEHHAM.
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3mina napona gocTyny ®

BcTaHoBNEHHA HOBOrD NEPONA AOCTYMY
aaMiHicTpaTopa

Mapens gocTymy: || |

Hoewit naponk: | |

MigTeepmweHHA: | |

B

PucyHok 2.24
2.4.3.3.9 3miHa naponto onepaTopa B peXuMi 3 po3noginom ponen

MpumMiTka. 3miHa napons AoCTyny OO MNPUCTPOD MOXE MPU3BECTM OO0 BTpaTM OaHUX Yy HboMy. 3a
MOXIIMBICTIO, HeOobXigHO npoBOAUTM 3MiHY NApOM 3a [OMOMOroK MpuknagHoi nporpamu (Hanpuknag T
Kopuctyeay LJCK-1, Towwo).

[ns 34iNCHeHHs 3MiHM Naposto AOCTYny OO €NeKTPOHHOro Krtoya HeobxigHo obpaTu NoTpibHMIA NPUCTPIN
Ta HAaTUCHYTU NocunaHHsa “3MiHUTK Naponb onepaTopa”.

BikHO 3MiHM naponto HaBeaeHe Ha puc. 2.25. Y BikHi HeOOXigHO BKka3aTy CTapuii naposb AOCTYMy Ta HOBWA
naponb i3 NigTBEPAXEHHAM.

3miHa napona gocTyny >

BeTaHosneHHA HOBOro MaponA QOCTymy
onepartopa

Mapone gocTymy: || |

Hoewit naponk: | |

lMigTeepo#eHHA: | |

B

PucyHok 2.25
2.4.3.3.10 ®opMyBaHHA NOCNILOBHOCTI ANA BUPOOHMKA B peXUMi 3 po3noginioM posen
Mpumitka. PopmMyBaHHSA MOCMiAOBHOCTI AnA BMpoOHMKA HeobXxigHe y pas3i SKwo npuctpin 6yno
3abnokoBaHoO abo HeO6XiAHO NepeBECTN ENEKTPOHHUIA KIKOY Y 3BUYaHUIA pexunm 6e3 posnoginy ponen.

Ona dopMyBaHHSi NOCNIAOBHOCTI AnA BMPOOHUKA HeobXxigHO o6paTu NOTpiGHWI MPUCTPIA Ta HATUCHYTU
NyHKT BUMNagal4voro meHw "CdopMyBaTh NOCNiAOBHICTb AN BUPOOHWMKa ..". BiKHO i3 BUNagKoOBO MOCHMIAOBHICTHO
HaBegeHe Ha puc. 2.26.

DopMyEaHHA NOCNIA0BHOCTI ANA BUpOBHUKE X

PopMyBaHHA BANAMKOECI NOCNIA0EHOCTI ANA EMpoGHUKE
3 METOH OTPMMEHHA NaponA PopMaTYESHHA

CepopmoBata BMNaaKosa NOGNIQOHICTE ANA BupobHuka:

IIT E.Kntou Kpucran-1 (3mina 1)
CepiltHiit Homep: 31531
Bunankosa nocninosHicTe: SC7B0000EESSESOF

Cronilosami y Gymep Dpyicysam 3Beperm y gaiin

PucyHok 2.26
CdopmoBaHy nocnigosHicTe MoxnmBo "CkonitoBatu y 6ydep”, "Po3apykyBaTtn” Ta "36epertu y dann".
CcopmoBaHy MnocnifoBHICTL HEOOXiAHO NepepatV BUPOOHUMKOBI €MEKTPOHHOrO Kitoya Ans OTPUMAaHHS
naponto aAna popMaTyBaHHS.
2.4.3.3.11 ®opmaTyBaHHS NaporieM BUpPOOHMKa B peX1Mi 3 po3nopainioMm ponen

Mpumitka. dPopmaTyBaHHA naponeM BUPOOHWMKA MOXIMBE nuwe nicnA  BiANpaBKM  BMNAAKOBOI
nocnigoBHOCTI BUPOOHWUKOBI Ta OTpUMaHHS Big, BUpOoBHMKa naponto Ans popMaTtyBaHHS.
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Ina dopmaTtyBaHHA naponemM BUPOOHMKa HeobXigHO obpaTu MOTPIGHUIA MPUCTPIN Ta HATUCHYTU MYHKT
BMNagalyoro MeHw "dopmaTtyBaTu naponem BUpoOHMKA". BikHO i3 dopmaTyBaHHA MpPUCTPOO MNaponem
BMpPOOHMKA HaBefdeHe Ha puc. 2.27.

DopMaTyBaHHA NPUCTROR Napoaem BupobHrKa X

PopMaTyEEHHA NPKCTPOK NEponemM BMPpoSHIUKE
T3 ECTEHOENEHHA HOEOrO N3PoNA AOCTYMY

Mapans enpobHnka: |

Hoewid naponk: |

MinTeep mkeHHA: ||

Binmixa

PucyHok 2.27

Onsa dopmaTyBaHHSA NPUCTPO0 HEODOXiAHO BKasaTu Naposio OTpUMaHUi Bif, BUPOOHMKA Ta BBECTM HOBUN

naponto A0oCTyny i3 NigTBEPAXEHHAM.

Micns dopmaTtyBaHHs NpUCTPOI0 Maponem BUPOOHWKA, MpuUCTpin 6yae nepeBefeHO [0 3BUYAMHOMO
pexumy 6e3 poanoainy ponen. B pasi HeobXigHOCTI MpUCTPI MOXIMBO MOBTOPHO MEPEBECTU OO0 pexumy 3

po3noinom ponen.

2.4.3.3.12 Nepernapg, xypHany peecTpadiji noain

Ona nepernagy XypHany peecTpauii nogin HeobxigHo o6paTu NOTPIGHWA NpUCTPIA Ta HATUCHYTU
nocunaHHg "MepernsHyTn XypHan". BikHo i3 iHdopmauiieto npo nogaii 3o6paxeHe Ha puc. 2.28.

Kypran pescrpauii

&

nogiji - 125

NepernAg nogiii = #ypHany peecTpaui:

faTaTaudac

@05.12.2015 165:25:22
@ 05.12.2015 15:25:22
@ 05.12.2015 15:25:22
@ 05.12.2015 16:25:22
@05.12.2015 15:10:32
@ 05.12.2015 15:10:32
@ 05.12.2015 15:10:31
@ 05.12.2015 15:10:31
@ 05.12.2015 15:10:31
@ 05.12.2015 15:10:31
@ o04.11.2015 17:58:26
@ o04.11.2015 17:58:26
0 04.11.2015 17:56:26
@ 04.11.2015 17:56:26
@ o04.11.2015 17:58:26
@ o04.11.2015 17:58:26
@ 04.11.2015 17:56:22
@ 04.11.2015 17:56:20
@04.11.2015 17:56:18
@ 04.11.2015 17:56:18
@ 04.11.2015 17:56:05
@ 04.11.2015 17:56:05
@ 04.11.2015 17:56:05
@ o04.11.2015 17:55:48

Onepavia

DOPMATYEEHHA NaPoNeM BMPOBHIKE

3MiHa naponio AocTyny

SHUWEHHA BNoKy ASHWX KOPUCTYBaqa
SHUWERHA BNoKY ASHAX NPUCT oo

SMiHa Naponto AoCTYMY KOPUCTYBEHE
BcTaHoOBNEHHSA NapPaMETPIB 3aXHCTY
DPOPMATYEIHHA

SHuWEHHA BNoKy ASHWX KOPHCTyBaqa
SHULLEHHA BROKY AEHUX MPUCTPOKD
MNepeBefeHHA B PEXIMM 3 PO3NOAINOM ponei
SaBaHTaKeHHA BNoKy AHUX KOpUCTYBaYa
3aBaHTaeHHA BNoKky AGHUX KOpUCTYBaHa
SaBaHTaweHHA BnoKky AGHIX KopUCT yBaqa
3aBEHTaMEHHA BNoKyY AEHNX KOPUCTYBaYa
3aBaHTaerHA BNoKy A3HAX NPUCTPOID
SacTocysaHHs ocobucToro kKnoya ELN
MeHepaLia Ko

MeHEpaLIA KNkoYis

YacTrose hOpMATYBaHHA

3MiHa naponio gocTyny

SHuWEHHA BNoKy ASHWX KOPHCTyBaqa
SHULLEHHA OCOBUCTHX KOHIE

SHULLEHHRA BRoKY AZHUX MPUCTPOKD
3aBaHTaKeHHA BNoKy ASHMX KOPUCTYBaYa

Ko onepaui
253

1

25

35

43

45

21

25

35

ExmmopTyeaTth

x
Kon nominki 2
o
[u]
[v]
[v]
o]
o
[v]
[v]
o]
o
[v]
[v]
[v]
o
[u]
[v]
[v]
o]
o
[v]
[v]
o]
o
o W
MoHOBUTH SaKpMTH

PucyHok 2.28

[na 36epexeHHn nopin Ao ganny HeobxiaHo HaTUCHYTU "EkcnopTyBaTtun”.

2.4.3.3.13 IHiyjanizauia enekTpoHHOro knio4va B akocTi PKCS#11-npuctpoto

Ona 3picHeHHA iHiujani3auii enekTpoHHoro kno4va B fkocti PKCS#11-cymicHoro npuctpoto HeobxigHo

06paTu niaKnioYeHWn NpUCTPIn Ta HaATUCHYTW nocunaHHa “lHiuianisyBaTu

PKCS#11...”. Mg, yac iHiyiani3auji

€eneKkTpoHHoro krtoda B AkocTi PKCS#11-npuctpoto 34iNcHI0ETECA 1horo hopmMaTyBaHHS Ta 3anuc crnyxo60Bux

OaHuX.

BikHo iHiujanizauii PKCS#11-npuctpoio HaBegeHe Ha puc. 2.29. AKWO eneKTPOHHUN Kro4 He
nepeBefeHUn y pexnm 3 po3noAiriom pofier, To Nifg yYac iHiyjianisauii nepeesefeHHs y Len pexum byae 3aiicHeHe
aBTOMaTU4HO. [na uUboro y BikHi HeoOXiAHO BKasaTW HOBi Maponi QOCTyny aAaMiHicTpaTopa Ta onepaTopa i3
nigTBEPOXKEHHAMMN.



18
€AA[.469535.040 P3

IHiyianizayia PKCS#11-npuctporo *

IHiLjanisaLIA NPMCTPOK ANA BUKOPMCTAHHA B AKOCTI
PKCS#11-cymicHoro

HoBwii napons apMiHicTpaTopa ||

MiaTBepmxeqHa: |

|
|
Hoewii napone onepatopa: | |
|

MiaTeepoxeqHA: |

Bavena

PucyHok 2.29
Akwo iHiuianizauin BXe Oyna BUMKOHaHa paHiwe, To Oyae BUBegeHe BiAMNOBigHE MOBIOOMMEHHS LO[0
NOBTOPHOI iHiliani3auii.
Y Bunagky ycniwHoi inHiuianisauii PKCS#11-npuctpoto 6yae BuBeaeHe BignoBigHe MOBIAOMNEHHS, SiKe

MiCTUTb i iHbopMaLilo NPO BCTaHOBMIEHHS HOBUX NaposiB JOCTYNy agMiHiCTpaTopa Ta onepartopa, BCTaHOBMIEHNX
napameTpiB 3aXMCTYy €NEKTPOHHOrO Kiitoua Ta 06'eMy BinbHOI nam'siTi Ha npuctpoi (puc. 2.30).

MoeigomnenHa cnepatopy X

PKCS#11-npueTpii iHivianizosado ycniwHo,
MpncTpiil NepeBeieHn Y PEXUM 3 PO3NCAACM poned,
Hoei naponi goctyny agmidicTpatopa Ta onepaTopa BCTaHOBNEHD.
ApmiHicTpaTopy HE J0SE0NEHO TEHEDYBATH KIIHOYI.
Apminictpatopy He gossonedo ByTn onepatopom.
OnepaTopy A0380NEHE FEHEPYBATH KO
OnepaTopy A03ECNEHC IMIHIDBATU Napone.
Makcnmanesa kinekicte cnpot astenTudikayjic 15.
MinimaneHa kinbkicTe cumeonie y naponi: 4,

06'em 3araneHogocTynHoT nan'aTi, GaiAm 311,

0B'em 2axiLLeHol nam'aATi, Baim 16383

PucyHok 2.30
2.4.3.3.14 MNepernapg, iHdopmauii npo NpoLnBKy

Ona nepernagy iHdopmauii nNpo npowwnBky HeobxigHO obpatu NoTPiGHWIA MPUCTPIA Ta HATUCHYTK
nocunaHHs "IHdopmadia npo npowmsky". BikHO i3 iHcbopMaLiero Npo NpoLmnBKY HaBedeHe Ha puc. 2.3 1.

IHopmauia npe npowmnexy x

y IHropmaLis npo npowwrsky [EHyTRiwHE 13}

Crprmata iHbopMaLIR PO NPoLWKBKY:

IIT E.Kntoy Kpucran-1 (3mina 1)
CepilftHii Homep: 31581
KoHTponbHa cyma npowvskd: A16D48AB

Cronitogam y Gypep Opywysam 3GeperT y Padn

PucyHok 2.31
2.5 NMopspok po6otu B OC Linux

2.5.1 YMoBuM iHCcTanauii nporpam

Mporpama cyHkuioHye y OC Linux 3 aapom Bepcii 2.6 (HasBHiCTb cuctemHoi 6ibniotekn pobotn 3 USB-
npuctposmu libusb.so) Ta Buwe. lig Yyac po6oTu nporpama BMKOPUCTOBYE BnacHy 6i6nioteky pototn 3 USB-
npuctpoem (ekc1.so) un CCID-npuctpoem (ekciccid.so).

IOna po6otn CCID-npuctpoto y OC cimeiictBa Linux HeobxigHO BCTaHOBUTU nakeT B3aemopii 3 CCID-
npuctposimu PCSC-Light (naketu pcsc Ta libccid 3 web-canty http:/pcsclite.alioth.debian.org/).

Takox iHdopmauis npo CCID-npucTpin noBuHHa 6yTM BHeceHa po dainy /usr/lib/pesc/drivers/ifd-
ccid.bundle/Contents/Info.plist (/etc/libccid_Info.plist un iH.). IM’a cainy Ta po3TallyBaHHS MOXYTb BiOpPI3HATUCH B
3anexHocTi Big OC.

B kiHeup nigpo3ainy ifdVenforlD HeobxiaHO fopath 3anuc
<string>0x03EB</string>
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B kiHeup nigpo3ainy ifdProductlD HeobxiaHO foaaTth 3anuc

<string>0x9308</string>

B kiHeup nigpo3ainy ifdFriendlyName HeobxigHo aoaaTtu 3anuc

<string>lIT E.Key Crystal-1</string>

BHecTtu iHcpopmauito npo CCID-npucTpiin o BignoBigHMX (panniB TakoX MOXHa LUNSAXOM BUKOHAHHS
KoMmaHgHoro ckpunty ekcl.register.sh 3 iHcTansuinHoro apxiBy ekclitar. [Ons iHcTansauii nporpamu
KOHdirypyBaHHsi NpUCTpoo HeobXxiaHo po3nakyBaTu apxiB ekcli.tar 4o 6yab-akoro katanory danmnoBoi cuctemu.

2.5.2 MNopapok poboTu 3 nporpamamm

[lna 3aBaHTaXeHHs nporpamMu KoHdirypyBaHHs HeobOXioHO 3anmycTUTU MoAynb, WO BUKOHYeTbcA ekcldc
yepes cannosun meHepxep OC. TMicna 3anycky Ha ekpaHi 6yae BigobGpaxeHo nepenik KoMaHg, fki nigTpumye
nporpama.

ekc1c: Command line parameters next
Enum attached ekeys : enum
Format ekey . format <SN> <Password>
Change ekey password : changepassword <SN> <OldPassword> <NewPassword>
Check ekey : check <SN> <Password>
EKey SN format - 00000..99999
EKey password length - 1..31 symbols
2.5.2.1 lNepeniyeHHA BCTaHOBNEHU eNEKTPOHHMX KIoYiB

[ns oTpumaHHs nepeniky BCTAaHOBMIEHWX €eNIEKTPOHHUX KIO4YiB HeobXigHO 3anycTutu nporpamy i3
HacTYMHUMMW apryMeHTamMn KOMaHOHOT CTPOKMK:

ekclc enum.

Mpu ubomy Ha ekpaHi byae BigobpaxeHo CNMCOK BCTAHOBMEHMX (NiAKMOYEHMX) eNEeKTPOHHMX KIoYiB i3
3a3HayeHHAM ix cepiiHux Homepis. CepiitHuin Homep mae aianasoH 00000..99999 (Hanpuknag, 00001).

2.5.2.2 ®opmaTyBaHHSA €MeKTPOHHOro Kitoya

Ona 3pincHeHHs dopmaTyBaHHS €NEeKTPOHHOrO Kroya HeobXigHO 3anycTuTu mporpamy i3 HacTyMmHUMM
apryMeHTaMu KOMaHAHOI CTPOKM:

ekc1c format <SN> <Password>,
Ae <SN> - cepinHui Homep npucTpoto, a <Password> - naponb gocTyny.

MMip, yac popmaTyBaHHA BCA iHPOPMALIS 3 eNIeKTPOHHOro Kinko4va 3HULLYETLCA Ta BCTAHOBIIOETLCA HOBUW
naposb JOCTYNYy A0 eNeKTPOHHOrO KIoya.

2.5.2.3 3miHa naponto AOCTyny A0 eNeKTPOHHOro Knya

na BUKOHaHHA 3MiHK napona Aoctyny A0 eJIeKTPOHHOro Krk4va HeobXxigHo 3anyCcTtnutn nporpamy i3
HaCcTynHnMMun aprymeHtamm KOMaHAHOI CTPOKMN:

ekc1c changepassword <SN> <OldPassword> <NewPassword>,

ne <SN> - cepinHuin Homep npuctpoto, a <OldPassword> Ta <NewPassword> - BignoBigHo cTtapui Ta
HOBUW Naponi JOoCTyny.

2.5.2.4 TecTyBaHHA eNEKTPOHHOrO KMoya

[Ona BWKOHAHHA TecTyBaHHA (NepeBipkM pPOBOTOCMPOMOXHOCTI) ENeKTPOHHOIo Kiya HeobxigHo
3anycTuTu Nporpamy i3 HaCTYNHUMN apryMeHTamMu KOMaHAHOI CTPOKMU:

ekc1c check <SN> <Password>,
ne <SN> - cepiiH1in Homep npucTpoto, a <Password> - naponb JoCTyny.

Mig Yac TecTyBaHHA 3LiNCHIOETLCA CaMOTECTYBaHHSI €NTEKTPOHHOrO Krtova Ta rnepesipka napons AocTyny
00 HbOrO.
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3 TEXHIYHE OBCINYIrOBYBAHHA

3.1 TexHiyHe obcnyroByBaHHA BUpobYy 3AiACHIOETLCS pa3om 3 EOM, cymicHo 3 €kow BiH
BMKOPUCTOBYETbCS.

3.2. Bupi6 He mae iHaMBioyanbHWX 0COBNMMBOCTEN TEXHIYHOrO 06CNYroByBaHHS.

3.3 lMepeBipka pobOTOCPOMOXHOCTI BUPODY 3AINCHIOETLCA 3a [OMOMOMOK MPOrPaMHOro KOMMSeKCy
TECTYBaHHSA Ta KOHirypyBaHHsl, SIKMA 3HAXOAWUTbCSA Ha HocieBi iHopmaLlii 3 KOMMNMEKTY MOCTaBKM BUPOOY.
Mopspok nepeBipky HaBegeHun y n.n. 2.4.3.

4 NMOTOYHUA PEMOHT

4.1 Bupib He nignsarae pemMoHTy.

4.2 Mpaue3naTHiCTb CUCTEMU, Y AKiA BUKOPUCTOBYETLCA BUPIO, BiAHOBIOETLCSA LUMSIXOM 3aMiHU BUPOOY.

5 3BEPIF'AHHA

5.1 Bupi6 B ynakoBaHOMy Ans TpaHCNOPTYBaHHA BuAi 36epirae 30BHiLLHIA BUrNAA | Npaule3aaTHICTb nicns
BNAMBY HACTYMHUX KNiMaTUYHMX DaKTOPIB 3 HACTYMHOIO LLIECTUTOANHHOK BUTPUMKOK B HOPManbHUX KNiMaTUYHKX
yMOBax:

— TeMmnepaTypa HaBKOMMLIHBOTO NOBITPA Bif MiHyc 40°C no nnioc 60 °C;
— BigHOCHa BOMOriCTb HABKONULLIHLOMO NOBITPA 00 98% npwu nntoc 25°C;
— artmocdepHui Tuck Big 60 oo 107 klMa (Big 450 go 800 Mm.pT.CT.).

5.2 MapaHTiiHuiA TepMiH 36epiraHHs 1 pik.

6 TPAHCMOPTYBAHHA

6.1 Bupib noBeH TpaHCNOPTYBaTUCA Y NaKyBaHHI NiANPUEMCTBA-BMPOOHUKA.

6.2 B ynakoBaHOMy BuAi BMPi6O MOXe TpaHCMopTyBaTUCA MNif BMAMBOM HACTYMHUX KNiMaTUYHMX Ta
MeXaHi4YHUX pakTopiB:

— TeMmnepaTypa HaBKOMMLLIHBOTO NOBITPS Bif, MiHyc 40°C ao nnioc 60 °C;
— BigHOCHa BOMOriCTb HABKONULLIHLOMO NOBITPsA 00 98% npwu nntoc 25°C;
— artmocdepHuii Tuck Big 60 no 107 klMa (Big 450 oo 800 Mm.pT.CT.);

— nikoBe yaapHe npuckopeHHsa 29.5 m/c? (3g) npu yvactoTi npoxopxeHHa ypaapis Big 80 po 120 3a
XBUINHY, Yncno yaapis He meHwe 2000, TpuBanicTb Aii iMnynbcy yaapHoro npuckopeHHs 5-10 mc.

7 YTUMI3ALIA

7.1 Mepep yTunisauiero NpUCTpolo NOBUHHE OYyTW BMKOHAHE 3HULLEHHA OCOBUCTUX KMOYiB Ta AaHuX, siKi
36epiraloTbCs y NpUCTPOI.



